NEAATOrAM o6 UH®OPMALIMOHHOM BE3OMNACHOCTMH

Korpga peub 3axoaut 06 MHPopMaunMoHHON 6e30nacHOCTU, 0BbIYHO
Mbl HAQYMHaeM AyMaTb O KOMMNbOTEPAX, CETAX, UHTEPHEeTE U
xakepax. Ho anga obpasoBaTenbHoM cpebl npobnema cTtouT
luMpe: B OrpaxaeHun ydyauerocs ot nHpopmaumm, Kotopas
MOXET HeraTuBHO MOBAUSATb Ha ero (opMMUpOBaHME U pas3BUTUE,
TO eCTb O nponaraHae pas3/In4yHOM HarnpaB/IEHHOCTH.

NMoHsaTne nHopMmauMoHHON 6e30nacHOCTHU

Mon nHdpopMmaumMoHHON 6e30MacHOCTbI0 MOHUMAETCS
3alUMLWEHHOCTb MHPOPMALMOHHOW CUCTEMbI OT C/Ty4anHOro unm
npegHaMepeHHOro BMewaTeNbCTBa, HaHocsLWero yuwepb
BNnagenouam uam nonb3oBaTtensaMm nHpopmMaumn.

Ha npakTuke BaXXHeNWNMN ABNSAIOTCSA TPU acrekTa
MHPOPMaLMOHHON 6e30MacHOCTHU:

« [OOCTYMHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeM4
NONy4nUTb TpebyeMyto MHPOPMALMOHHYIO YCIYrY);

« LENOCTHOCTb (aKTyasibHOCTb U HEMNPOTUBOPEUNBOCTb
MHpopMaUnmn, ee 3aLULLEHHOCTb OT pa3pyLUeHUS U
HEeCaHKLUMOHNUPOBAHHOIO U3MEHEHMUS);

« KOH(MUAEHUMaANbHOCTb (3awmnTa OT
HEeCaHKLUMOHNPOBAHHOIO NpoYTEHUS).

HapyleHns 4OCTYNMHOCTWN, LENOCTHOCTU U KOHMDMAEHLUMANBbHOCTH
nHdopMaLmmn MoryT 6bITb Bbl3BaHbl Pas3/IMYHbIMU OMACHbIMU
BO3AENCTBUSAMU Ha MH(POPMALIMOHHbIE KOMMbIOTEPHbIE CUCTEMBI.
OCHOBHbIe yrpo3bl MH¢OpMaLMOHHOM 6e30nacHOCTH

CoBpeMeHHas MHpOopMaLMOHHAa cUCTeMa npeacraBnseT cobon
CIOXHY0 CUCTEMY, COCTOSLLYO M3 60NbLLIOrO YMCiia KOMMOHEHTOB
pas3/IMYHOM CTeneHn aBTOHOMHOCTU, KOTOpPbIE CBS3aHbl Mexay
cobon n obMeHnBaOTCA AaHHbIMU. paKTUUYECKN KaxKabIH
KOMMOHEHT MOXET NoABEPrHyTbCS BHELWHEMY BO34ENCTBUIO UNN
BbINTU N3 CTPOsi. KOMMOHEHTbI aBTOMaTU3NPOBAHHOWM
MHMOPMALMOHHOMN CUCTEMbI MOXHO pa3buTb Ha cneaylowme
rpynnbl:

AnnapartHbie cpegcrBa. DTO KOMMNbIOTEPbI U UX COCTaBHbIE
yactu (Npoueccopbl, MOHUTOPbI, TEPMUHANBI, NepudepunHbIe
YCTPOMCTBA — NPUHTEPbLI, KOHTPO/NEPLI, Kabenun, NTMHUN CBA3UN U
T.4.);

lNMporpammHoe obecrnedyeHune. OT0 NpnobpeTeHHbIe NporpamMmsl,
NcxoaHble, 06bEKTHbIE, 3arpy304Hble MOAYNN; onepaunoHHbIe
CUCTEMbI U CUCTEMHbIE NMporpaMmmbl (KOMMUNSATOPHI,



KOMMNOHOBLUMKW N Ap.), YTUANTbI, AUMArHOCTUYECKMUE NporpaMmmsbl 1
T.4O.;

HAdaHHble, XpaHMble BPEMEHHO U MOCTOSAHHO, Ha AUCKaX,
dnswkKax, neyaTHble, apXmBbl, CUCTEMHbIE XYPHasbl U T.A4.;
lMepcoHan. lNonb3oBaTesnn, CUCTEMHbIE aAMUHUCTPATOPHI,
NpOrpamMMuUCTbl U Ap.

OnacHble BO34EeNCTBUS Ha KOMMbIOTEPHYO MH(OOPMALUOHHYIO
CUCTEMY MOXHO noAapasaenuTb Ha Cy4YanHble u
npeaHaMepeHHble. AHaNN3 OnbiTa NPOEKTUPOBaHUS,
N3roTOB/EHUS U 3KCMSyaTaunm MHOOPMALIMOHHbBIX CUCTEM
NOKa3blBAET, YTO MHPOPMaLMA NoABEPraeTcsa pas3/inyHbIM
CNy4anHbIM BO34ENCTBUSAM HA BCEX 3Tanax LMKIa XU3HU
cucrtemsbl. MNpuymMHaMu cnyvyamHbiX BO3AENCTBUN NpU
aKCnayaTaumm mMoryT 6biTb:
« aBapWWHble CUTyauuun nU3-3a CTUXUNHbIX 6eaCTBUIN U
OTKJ/TIOYEHUN N1EKTPONUTAHUS;
« O0TKa3bl U cbom annapaTypbl;
. Oowmnbku B NnporpaMMHOM obecneveHun;
. owmnbkun B paboTe nepcoHana;
« TMNOMEeXU B JIMHUSX CBA3UN MU3-3a BO3AENCTBUIN BHELLHEN
cpeabl.

NpeaHaMepeHHble BO34ENCTBUA — 3TO LesieHanpaB/ieHHble
AEeNCTBUS HapywmTtens. B kauecTBe HapywmTens MoryT
BbICTYNaTb CAy>Xawmn, NoCeTuTeNb, KOHKYPEHT, HAaeMHUK.
[encrtensa HapywmTtensa MoryT 6biTb 06yC/oBNEeHbl pa3HbIMU
MOTUBAMMW:

« HenoBOJIbCTBOM C/1y>Xalllero CBoen Kapbepowu;

« B34TKOW;

« N6oNbITCTBOM;

« KOHKYypeHTHOW 6opbboun;

« CTpeMSIEHMeM camMoyTBepanTbCcs Ntobon LeHon.

MO>XHO COCTaBUTb MTMNOTETUYECKYO MOAENb NMOTEHUMANBbHOIO
HapywuTens:
« KBanudukKaumsa HapywmTens Ha ypoBHe pa3paboTumka
AAHHOW CUCTEMBbI;
« HapywuTenem MoOXeT bblTb KaK NOCTOPOHHEE NNLO, TaK U
3aKOHHbIN NONIb30BaTENb CUCTEMbI;
« HapywwuTento n3BectHa nHdopmaumsa o npuHUmMnax
paboTbl CUCTEMBI;
« HapywwuTtenb BbibnpaeT Hambonee cnaboe 3BeHO B
3awuTe.



Hanbonee pacnpocTtpaHeHHbIM 1 MHOroob6pa3HbIM BUAOM
KOMMbIOTEPHbIX HAPYLLUEHNIN SABNSETCS HECAHKLMOHNUPOBAHHbIN
Aoctyn. HeCcaHKUMOHMPOBAHHbIN AOCTYMN UCNOAb3YyeT Ntobyto
OWKNBKY B cUCTEME 3allNTbl M BO3MOXEH NPpU HEPALMOHANIbHOM
BbibOpe cpeAcTB 3almTbl, UX HEKOPPEKTHOW YCTAaHOBKE U
HacTpouke.

NMpoBenem knaccmpmkauno KaHanoB HECaHKUMOHMPOBAHHOIMO
A0CTyna, No KOTOPbIM MOXHO OCYLLECTBUTb XULLEHUE, USMEHEHNE
WU YHUUYTOXEHUE nHdopMaunn:
Yepe3 uenoBeka:
« XuleHune HocuTenenm nHdopmaunm;
« YTeHWe MHdopMaLmm C 3KpaHa UM KnasnaTtypsbl;
« YTeHue nHdopMaumm U3 pacrneyaTku.
Yepe3s nporpammy:
« nepexBaT naposien;
. gewndposka 3awmdpoBaHHON MHPOpMaUnK;
« KonmpoBaHWe nHdopMaumm Cc HoCUTeNS.
Yepe3 annapartypy:
. noakN4eHne cneumanbHO pa3paboTaHHbIX annapaTHbIX
cpeacTs, obecrneymBarOWmMx 4OCTYN K MHDOpMaUnn;
« nepexsaT NOOBOYHbIX 1EKTPOMArHUTHbLIX U3JTyYEHUI OT
annapaTypbl, IMHUN CBA3WU, CETEN SNEKTPONUTAHNS U T.4.

Ocob0 cnenyeT OCTaHOBUTLCS Ha yrpo3ax, KOTOpbIM MOryT
noaBepraTbCs KOMNbtoTEPHbLIE ceTn. OCHOBHasi 0CO6EeHHOCTb
Mobor KOMMNbIOTEPHOM CETU COCTOUT B TOM, YTO €€ KOMMOHEHTHI
pacrnpeaeneHbl B npocTpaHcTee. CBSA3b MeXAy y3/1aMu CeTu
OCyLLecTBsSeTCs PU3NYECKU C NMOMOLLbIO CETEBLIX JIMHUN U
NpOrpamMMHO C NMOMOLbIO MexaHu3Ma coobueHun. MNpun 3ToM
ynpasnswouwme coobueHmnss n gaHHble, rnepecblylaeMble Mexay
y3/aMu ceTu, nepenaroTcs B Buae rnaketos obMeHa.
KoMnbloTEpPHblE CETU XapaKTepPHbl TEM, YTO NPOTUB HUX
npeanpUHUMAlOT TaK Ha3blBaeMble yaasieHHble aTaKMu.
Hapywuntenb MOXeT HaXoAUTbCS 3a TbICAYM KUTOMETPOB OT
aTakyeMoro obbekTta, Npu 3TOM HanaaeHM0 MOXET noasepraTbCcs
HEe TO/IbKO KOHKPETHbIN KOMMNbIOTEP, HO N MHdOPpMaLMS,
nepenaroLasiCa Nno ceTeBbiM KaHasnaM CBSA3MU.

O6ecneyeHue nHcpopMmauMoHHOM 6e30nacHOCTH

dopMupoBaHume pexmma nHpopMaunoHHON 6e30nacHOCTU —
npobnema KoMniekcHasi. Mepbl NO ee peLleHno MOXHO
noapas3aennTb Ha MSATb YPOBHEWN:



1. 3akoHogaTesIbHbIMA. DTO 3aKOHbl, HOPMATUBHbIE aKThl,
CTaHAapTbl U T.M.

HopmaTuBHO-NpaBoBas 6a3sa onpegenstoLllas NOpAAOK 3aLUNThI
MHpopMaLnn:
2. MopasibHO-3TUYeCKMM. BCeBO3MOXHbIE HOPMbI NOBEAEHUS,
HecobnaeHne KOTOpbIX BeAeT K NaAeHUI0 NpecTmxa
KOHKPETHOro 4yesioBeka uamn Leson opraHusauum.
3. AAMMHUCTPaTUBHbINA. [1eNCTBNSA obLLero xapakrepa,
npeanpuHMMaeMble pyKOBOACTBOM OpraHusaunn. Taknmu
AOKYMEHTaMn MOryT ObITb:
. MpWKas pyKoBoaMUTENHA O Ha3HA4YEeHUU OTBETCTBEHHOrO 3a
obecneyveHne nMHpopMaymMoHHOM 6e30MacHOCTH;
« [OOJIHKHOCTHble 0693aHHOCTM OTBETCTBEHHOrO 3a
obecneyeHne MHPopMayMOHHOW 6€30MNacHOCTK;
. repevyeHb 3aluaeMblX MHPOPMALMOHHbBIX PeCcypCcoB U
6a3 AaHHbIX;
« WHCTPYKUMIO, Onpeaensiouyto Nnopaaok npeaocrtaBieHuns
MHpOPMaUMN CTOPOHHUM OpraHM3aumsM rno Ux 3anpocam,
a TakXe no npasaM A0CTyna K Her COTPYAHMKOB
opraHusauuu.
4. dnsmnyecknim. MexaHndeckmne, aNieKTpo- U 3NEKTPOHHO-
MeXaHnYyecKkme nNpendaTcTBMSA Ha BO3MOXHbIX NyTAX
NPOHUKHOBEHUS MOTEHUMANbHbIX HApYyLUUTENEN.
5. AnnaparHo-nporpaMMHbIA (3NEKTPOHHbIE YCTPOWCTBA U
cneuuvasnbHble NporpamMMmbl 3aLmnTbl MHDOPMaLNN).

MpunHATLIE Mepbl MO co3aaHUI0 6e30nacHoOn MHPOpPMaUNOHHON
CUCTEMbI B LUKONE:

. ObecneyeHa 3aWnTa KOMMNbIOTEPOB OT BHELIHUX
HECAHKLUMOHNUPOBAHHbIX BO34ENCTBUN (KOMMbIOTEPHbIE
BUPYChbl, nornyeckne 60mbbl, aTakn xakepoB U T. A4.)

« YCTaHOBJ/IEH CTPOrMi KOHTPOJIb 3@ 3/1IEKTPOHHOW NOYTON,
obecrneyeH NOCTOAHHbIM KOHTPO/Ib 3@ BXOASLUEN U
NCxoasilen KoppecnoHaeHUnen.

« YCTaHOBJIEHbl COOTBETCTBYOLME NAPOIM Ha
nepcoHanbHble K.

« Wcnonb3oBaHbl KOHTEHT-PUALTPLI, A1 dUnbTpaunm
CalToB NO UX COAEPXKMMOMY.

EanHas coBOKYMHOCTb BCEX 3TUX MEpP, HanpaBfeHHbIX Ha
NPOTUBOAENCTBMNE Yrpo3aM 6€30MaCHOCTU C LENb0 CBEAEHUS K
MWUHUMYMY BO3MOXHOCTU yLiep6ba, 06pas3ytoT CUCTEMY 3aLUUThI.



CneunanucTtbl, UMetloLLne OTHOWEHME K CUCTEME 3alUnTbl AOIKHbI
NOSIHOCTbIO NpeacTaBnsATb cebe NpuHUMNbl ee
(PYHKLMOHMPOBAHUSA N B C/lydae BO3HMKHOBEHMUS
3aTpYyAHUTENbHbLIX CUTYAUUN aAeKBaTHO Ha HMUX pearnMpoBaTb.
Moa 3aWnTOM AOIHKHA HAaXoAUTbCSA BCS cuctemMa obpaboTku
MHpoOpMaLnn.

Jlnua, 3aHnMarwmecs obecnedyeHnem MHOOPMaLMOHHOM
6e30MacHOCTU, AO/KHbI HECTU JIMYHYIO OTBETCTBEHHOCTD.

HagexxHas cmctema 3aliuTbl A0/KHA ObITb MOSTHOCTbIO
NpoTecTUpoOBaHa M cornacoBaHa. 3awmTa cTaHoOBUTCS 6onee

2 peKTnBHOM N rMOKOWN, ecnmn oHa A0MNMyCcKaeT M3MEeHEeHUe CBOUX
napaMeTpoB CO CTOPOHbl aAMUHUCTpATOpPa.

B 3akntoyeHne cBoero goknana Xotenocb 6bl gaTb HEKOTOpPbIE
peKkoMeHaaumm no opraHusaumm paboTtbl B MHPOPMALMOHHOM
NpOCTpaHCTBE, YTObbI Ybepeub cebsa n cBOUX 6/IN3KMX OT
MWHTEPHET-NPECTYNMHUKOB.

PekoMeHAaUuMmn No opraHu3sauunm pabortbl B
MH(POPMALIMOHHOM NPOCTPAHCTBE

1. NMNepen HayanoMm paborbl HEO6XO0AMMO YETKO
chopmMynumpoBaTthb Liesib U BONPOC NouMcka nHpopmMmaumm.

2. dXenaTtenbHo BbipaboTaTb ONTUMAaJZIbHbIX AJIFOPUTM
noucka mnHopmMmaumm B cetn UHTEpHET, 4TO 3HAYNUTEJSIbHO
COKpaTUT BpeMS U CUJibl, 3aTpaYye€HHble Ha NMOUCK.

3. 3apaHee YCTaHOBUTb BpeMeHHbi nuMuT (2-3 yaca)
pa6oTbl B MHPOPpMALMOHHOM npocTpaHcTBe (NPOCMOTP
Tenenepenayum, uteHme, UHTepHer).

4. Bo BpeMs paboTbl Heo6xoanMO aenartb nepepbiB Ha 5-10
MMHYT AJIA CHATUA (PU3NYECKOro HarnpsH>KeHUs n
3pUTEJIbHON Harpy3KM.

5. Heo6xoanMMo 3HaTb 3-4 yrnpa>KHEeHUs ANl CHATUSNA
3pUTENIbHOIO Hanps>XeHusa n PM3nvyecKom yCcTasioCcTu.

6. PaboTtaTb B XOpPOLUO NPOBETPEHHOM NMOMELLEHUU, NPHU
ONTUMAJZIbHOM OCBELLEHUU U B yaO6HOM nose.

7. He CTOMT NNerkoMbICJZIeHHO o6palwlaTbcs Co cnam-
nUCbMaMm U 3aXoAUTb Ha Hebe3onacHble Beb-cantbl. AnnA



MHTEPHEeT-NPEeCcTYNHNKOB Bbl CTAHOBUTECDb JIErKOM
no6bluen.

8. Npwu perncrpauumn B coLuMnalibHbIX CETAX, HEe YKa3biBauTe
CBOM NepcoHasibHble laHHbIe, HaNnpuMep: aapec Win AeHb
po>kaeHusA.

9. He ucnonb3yKTe B JIOFTMHE WU NapoJie NepcoHasibHble
AaHHbIE.

10. Bce 3TO No3BONISSET UHTEPHET-NPEeCTYNHMKaM NOoNy4YMUTb
AAHHbIE AOCTYNA K aKKayHTaM 3JIEKTPOHHOM NOYThbI, a
TakK)ke nHpmumpoBaTb agoMmawHue MK ana BKIOUYEHUS UX B
60T-ceTb MaMn Ana NoxmueHna 6aHKOBCKUX AAaHHbIX
poaunTenemn.

11. Co3paunte co6CcTBEHHbIN Npoduab HA KOMNbIOTEpE,
4yTO6bI 06€e30NacnTb MHPOPMaLMNIO, XPAHALLYIOCA HAa HEM.

12. He 3a6biBanTe, UTO (PaKTbl, O KOTOPbIX Bbl Y3HaeTe B
MHTEepHeTe, HY)KHO O4YE€Hb XOpPOoLUO NPOBEpPUTb, €CNUN
BbibyaeTe ncnosnb3oBaTtb MX B CBOeM AOMaluHen pabore.
Llenecoobpa3sHo cpaBHUTb TPU UCTOYHMKA MHpOpMaLuum,
npexpae 4YeM pelwnTb, KAaKUM UCTOYHUKAM MOXKHO
AOBEpATb.

13. O pocroBepHOCTM MHPOpMaL MM, NOMELLEHHON Ha canTe
MO>XHO CyAuUTb NO CAaMOMYy CauTy, y3HaB 06 aBTOopax cauTa.

14. Pazmewan nHndpopmauunto o cebe, cBOUX 6/IM3KUX U
3HAKOMBbIX Ha CTPpaHMLUax couMasibHbIX CeTel, CnpocuTe
npeaBapuUTesibHO pa3pelleHune y TeX, 0 KoM byaer aTa
nHcpopmMmaums.

15. He cheayer pa3MmewiaTtb Ha CTpaHMUax Be6-cauTtoB CBOM
cdotorpacdpumn n pororpachmmn cBonx 6/IM3IKNX U 3HAKOMbIX,
3a KOTOpble BaM NOTOM MOXeT 6bITb CTbI4HO.

16. Co6bnropanTte npaBujia 3TUKM Npu obweHun B
MHTepHeTe: rpybocTb NpoBOUMPYET APYIrMX Ha TaKoe Xe
noBeaeHue.

17. Acnonb3ysa B cBoen pabore marepuan, B3ATbiN U3
MH(pOPMALIMOHHOIro UCTOYHMKA (KHMra, nepumoanyeckas
neyartb, MHTepHeT), cneayeT ykasaTb 3TOT MCTOUHUK
nHcpopMauMm Unm caenaTtb Ha HEro CCbiJiKy, ecnm
MaTepuan 6bin BaMu nepepaboraH.



